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Communication in distributed systems often relies on useful abstractions
such as channels remote procedure calls and remote method invocations
The implementations of these abstractions sometimes provide security prop
erties in particular through encryption 	

 In this work we study
those security properties focusing on channel abstractions We introduce a
simple highlevel language that includes constructs for creating and using se
cure channels The language is a variant of the joincalculus  and belongs
to the same family as the picalculus 


 We show how to translate the
highlevel language into a lowerlevel language that includes cryptographic
primitives cf 
 In this translation we map communication on secure
channels to encrypted communication on public channels We obtain a cor
rectness theorem for our translation this theorem implies that one can rea
son about programs in the highlevel language without mentioning the subtle
cryptographic protocols used in their lowerlevel implementation
The full paper will appear in LICS
References
 M Abadi and A D Gordon A calculus for cryptographic protocols The spi
calculus Technical Report  University of Cambridge Computer Laboratory
January 	 Extended version of both 
 and  A revised version
c
 Published by Elsevier Science B V Open access under CC BY-NC-ND license. 
AbadiFournetGonthier
appeared as Digital Equipment Corporation Systems Research Center report
No  January  and an abridged version will appear in Information and
Computation

 Martn Abadi and Andrew D Gordon A calculus for cryptographic protocols
The spi calculus In Proceedings of the Fourth ACM Conference on Computer
and Communications Security pages 	 April 	
 Martn Abadi and Andrew D Gordon Reasoning about cryptographic
protocols in the spi calculus In Antoni Mazurkiewicz and Jozef Winkowski
editors Proceedings of the th International Conference on Concurrency
Theory volume 
 of Lecture Notes in Computer Science pages 	
SpringerVerlag July 	
 Cedric Fournet and Georges Gonthier The reexive chemical abstract machine
and the joincalculus In Proceedings of POPL  pages 	
 ACM
January 
 Butler Lampson Martn Abadi Michael Burrows and Edward Wobber
Authentication in distributed systems Theory and practice ACM Transactions
on Computer Systems 
 November 

 John Linn Generic interface to security services Computer Communications
			
 July 
	 Jonn Linn RFC  Generic security service application program interface
Web page at ftpdsinternicnetrfcrfctxt September 
 Daniel L McDonald Bao G Phan and Randall J Atkinson A
socketbased key management API and surrounding infrastructure In
Proceedings of INET  On the Web at httpwwwisocorg
isocwhatisconferencesinet	

 Microsoft CryptoAPI Web pages at httpwwwmicrosoftcomsecurity
tech
 Robin Milner Functions as processes Mathematical Structures in Computer
Science 
 

 Robin Milner Joachim Parrow and David Walker A calculus of mobile
processes parts I and II Information and Computation  and 		
September 


 Leendert van Doorn Martn Abadi Mike Burrows and Edward Wobber
Secure network objects In Proceedings  IEEE Symposium on Security
and Privacy pages 


 May 
 Ann Wollrath Roger Riggs and Jim Waldo A distributed object model for
the Java system Computing Systems 

 Fall 

